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AR TIEDNSICBHF 28me LT, v—FY—
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N=2ZDb DO L DFERIEFEICOWTIE, 4
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OERXDIRNR

201740 5 K S 1T ¥ 72, DNSSEC D&
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DHHDEIT 615,

KSKD o4 794 7V %&5%EH (BR35-1, &
k3-5-2)

AL v NA W% 24, 7 T 4 THIRE 34
L5535

- KSKD#E « 71 3) RADEHEICOWLTIE,
RIGEDORIGR E L
Z o ZEMT BRI, Gz R ERT 5
ARSCGEICET 27w 7 ax v bhs, 2019
F£11HI1H2520204E2H21 HETHEMES N
TWw33, % 7Yy 7 axXy OG-
A=Y 7Y ATOHERL EZRET, KA DR
DN—F V= KSK 1 — )L & — N — D32 ¥
LEDOLNBLTFETH 5,

B DNS flag day @k
@®DNS flag day & &

DNS flag day* & 1Z. DNSICBH§ 2 RE 280
IZOWT, HHE GO THEMT 2 H & L T
ZEOTOIHERFICL VAN TSN BDT
b5,

@ DNS flag day 2019 Dikii

20194 D DNS flag day 13244 'DNS flag day |
ELTHEE N, ZDHIc TDNS flag day 2019,
V) ELFRICE® 5 t-®, DNS flag day 2019

Tl 201942 1 HMREIZY Y — 2 35 T
7%DNSY 7 b7 = 7128 % EDNSOSICEH T %
BfEZEH &7, DNS flag day 2019 23 X
Nn-EREZOEICO LTI, A V¥ —% v b
FI# 2019 "DNSO#Ia; (p.204-208) T L
TWL3DT, 2L 62&I N,

W DNS flag day 2019 D22 B § 2 /RS

/e £ . DNS flag day 2019 ISR § % K X
HREOFEAEIREINTE ST, AV A i
3 IR LA Ry b ThH o7y B
INTw3
L% L. DNS flag day 2019 CEIfENLH X /-
TN Y NN—DFEEIRHFH DAY v —3— 3
YDHATH Y, BIND TI1X9.14.0 BIFE, Unbound
TIHLI.0MELE RT3, Z2DD, 57
NY Y NN=DF L WFHEEDW KIZHE, DNS
flag day 2019 IC 2[R9 % MEASPEIE{L 3 2 ATHE
HEPEINT VS LICHRBT 20N H 5,

(Twas a very successful eventy) J,

@®DNS flag day 2020

DNS flag day 2019 ¥y, %31+, DNSH
%% DT DNS flag day 2020 DS AsEHH X 1
TWw37,

W DNS flag day 2020 D55, Pl

DNS flag day 2020 TiZ. DNSH» 5 DIP 7 5
ITAVT—vavoiReELRENE LTV S
P75 7 XvyF—vavizIP A%y Zdijkd
LB, BT ERIERY P THRA
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IO/NEEMTUZEFO 2y U —2 %@L TH
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Lol Av¥—%y P LIZEIP7 77X
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EWIPT7 57X v 5=y a itk THiR{LE
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BR3-5-1 KSKO—IF—N—IZH133&T 1 —XEZDFEA
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A &R FUWLWKSK Z4&m. 1 HBED KMF (REEDcHD:RfE) TEE
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F &z DIETOD KSK [CRZE w MEERTE. KT T &ICIL— Y-V D SHIBR
G : RYIDHIFR Hand KSK Z 1 2B D KMF D SHIER
H : R OHIFR LABID KSK %Z 2 B D KMF ©'SHEIER (LLATD KSK (F5E£(CHER)
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EF3-52 KSKOA—ILA—/N—HA 7L

Year Year Year YYear Year Year
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D (ERIARER & NA) &2 R
E(77717)%3FE/METS

HE : https://www.icann.org/en/system/files/files/proposal-future-rz-ksk-rollovers-01nov19-en.pdf
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23254

B DNS over HTTPS (DoH) @ik
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DNS over HTTPS (DoH) i, DNS ®#{ZIc
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BH35-3 FELDNSVY T hYzT7ICHITBEDNS/Ny 77 H A ADREHF

* BIND

options {
edns-udp-size 1232;
max-udp-size 1232;
};

* Knot DNS

server:
max-udp-payload: 1232

+ Knot Resolver
| netbufsize(1232) |

« PowerDNS Authoritative Server

| udp-truncation-threshold=1232 ‘

« PowerDNS Recursor

edns-outgoing-bufsize=1232
udp-truncation-threshold=1232

* NSD

server:
ipv4-edns-size: 1232
ipv6-edns-size: 1232

* Unbound

server:
edns-buffer-size: 1232

e : Attos://dnstladday.net/2020/#how-to-test H 5351
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TER R EEER L. 2N %R} 7% BIND ~OH
BEEMAZ T 5%, BIND i BLR{25 RFC D )
77 Ly AEEORE R R LB Y, BHEE
FOMEITICHE, FEESN BB T2 2 &
127 529,

Tihbb,

- BEHEAL S L7 BERE Y3 S . BIND o NS
oYy 7 BEMMLT %

ML 2 2 LT EstEE EN s Y AN
RT3

EVIHRUDFEET B LI D,
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BEF3-5-4 2019 F(C JPRS »EEMAEE L 7= BIND DRE55%E

nF - BHHAE &4 b

2019/11/21 (3%33) BIND 9.x Dfgsstt (Y RT LYY —ADBEFHEE) [cDWLWT (CVE-2019-6477)
2019/10/17 BIND 9.x DHEgsE (DNS U—ERDEL) [CDWVWT (CVE-2019-6476)

2019/10/17 BIND 9.x DiEs51 (mirror zones #&AEIC 513D DNSSEC #REED/ A /{R) [CDWT (CVE-2019-6475)
2019/6/20 BIND 9.x DiEgstE (DNS U—ERDELE) [CDWVWT (CVE-2019-6471)

2019/4/25 BIND 9.x DiEgsE (DNS H—ERDELE) ([CDWT (CVE-2019-6467)

2019/4/25 (3%33) BIND 9.x DfEsstt (77 LEtiFDEEFHEE) [cDWCT (CVE-2018-5743)

2019/2/22 (33%) BIND 9.x DHEsstt (XAEVYU—IDFE) (DT (CVE-2018-5744)

2019/2/22 BIND 9.x DiEgsE (DNS H—ERDEL) [CDWT (CVE-2018-5745)

2019/2/22 BIND 9.x D5 (7 I BAFBROFRESICLDY—UFT—F D) [CDWVT (CVE-2019-6465)

g8 JPRS DNS BI&E1MTER (Attps://iors.ip/tech)

BEH3-5-5 2019 FICJPRS »EEMEE L 7= BIND LISAD DNS v 7 b7 = 7 DREE51E

26 - EHA F4 B

2019/12/6 Knot Resolver DiEssHEIRNAFEENE Lz (CVE-2019-19331)

2019/11/20 Unbound DiEggHEERDAMENE Lz (CVE-2019-18934)

2019/10/4 Unbound DfEsgIEERMABISNE Lz (CVE-2019-16866)

2019/8/22 NSD DiEgEHERIAFEENE Uiz (CVE-2019-13207)
2019/8/8 PowerDNS Authoritative Server DiESFHEEERM BT NE Uiz (CVE-2019-10203) (FE#1)
2019/7/12 Windows DNS Server DiEsg 4 ERDNBEENE Lic (CVE-2019-0811)

2019/7/12 Windows DNS F+ v ¥ 2 U VILIN\—S—E DG MHEERI NI NE Uiz (CVE-2019-1090)
2019/7/12 Knot Resolver DiEFEMHEIRNAFIENE Uiz (CVE-2019-10190. CVE-2019-10191)
2019/6/24 ?%\QVEQBNS Authoritative Server DiEssHIBEERNAHAEINE Uiz (CVE-2019-10162. CVE-2019-
2019/3/20 PowerDNS Authoritative Server DiEsgEIRNLNBEEINFH Lz (CVE-2019-3871)
2019/1/23 PowerDNS Recursor DEFEHHEHRNM AT NE Uiz (CVE-2019-3806. CVE-2019-3807)

e © JPRS DNS BERMER (https//iprs.ip/tecn/)

Review of the 2018 DNSSEC KSK Rollover 7. 2020 | DNS flag day

nttps://www.icann.org/review-2U | 8-dnssec-ksk-rollover. nttps://dnstlagday.net/20Z0/index-ja.ntm

odi 8. draft-ietf-intarea-frag-fragile - IP Fragmentation Consid-
Proposal for Future Root Zone KSK Rollovers - ICANN ered Fragile
nttps://www.icann.org/news/announcement-2-2019- 1 nttps://tools.iett.ora/htmi/dratt-ietf-intarea-frag-fraaile
L=Ul-en 9. IPv6, Large UDP Packets and the DNS

Proposal for Future Root Zone KSK Rollovers - ICANN nttps://www.potaroo.net/ispcol/2017-08/xtn-hdrs.html
nttps://www.icann.ord/public-comments/proposal-futur 10. Measures against cache poisoning attacks using IP frag-
a-rz-ksk-rollovers-701Y-11-0)1-en mentation in DNS

Tflag day) BREEOHEDELS7B. ELHRHEEERS o Attps://indico.dns-oarc.net/event/3T/contributions/6927
ICHERENIAMADZ ETHS, 11. flag day 2020: Recommended EDNS buffer size - Issue
2019 | DNS flag day #125

nttps://dnsflagday.net/2019/ nttps://aithub.com/dns-violations/dnstlagday/issues/ 1 25
RFC 6891 TE&Z S5 DNS DiEERAR. 51281 ~&bD b 12. Flag Day 2020: The date - Issue #139

REBAY E—IH A XZBFEIRSDEVWUDP THRA D LS nttps://qgithub.com/dns-violations/dnstlagday/issues/ 139
‘: LJ\ 55%@757"?55\%]—]\”{)?&353—50 '|3 ”J Publlc DNS -U—_E‘X
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https://www.icann.org/review-2018-dnssec-ksk-rollover.pdf
https://www.icann.org/news/announcement-2-2019-11-01-en
https://www.icann.org/news/announcement-2-2019-11-01-en
https://www.icann.org/public-comments/proposal-future-rz-ksk-rollovers-2019-11-01-en
https://www.icann.org/public-comments/proposal-future-rz-ksk-rollovers-2019-11-01-en
https://dnsflagday.net/2019/
https://dnsflagday.net/2020/index-ja.html
https://tools.ietf.org/html/draft-ietf-intarea-frag-fragile
https://www.potaroo.net/ispcol/2017-08/xtn-hdrs.html
https://indico.dns-oarc.net/event/31/contributions/692/
https://github.com/dns-violations/dnsflagday/issues/125
https://github.com/dns-violations/dnsflagday/issues/139

nttps://public.dns.iil.jp/

14. Intra
nttps://getintra.ora/

15. Windows will improve user privacy with DNS over HTTPS
nttps://techcommunity.microsott.com/ts/Networking-8
|09/ Windows-will-improve-user-privacy-with-DNS-over-H
[[TPS/ba-p/ 1014229

16. JPRSFEE## 88 | DNS 7Oy >
nttos://iprs.jo/dlossary/index.ohp?ID=018Y

17. "DNS Queries over HTTPS; (DoH) 7Ok JILZEAYT 5~
L = 7 HHIR- ZDNet Japan
nttps://1apan.zdnet.com/article/35 1 39444/

18. A5 —2v hE&DRLEICT BEIM DoH, (T3 L TKFISP
MEZ B EIF ?- GIGAZINE

nttps://aigazine.net/news/20 19 1UVUZ-concern-dns-ove
r-https/

19. £ 106 [E] [ETF Meeting (&> AR—)L) #Ris| 2019 £|
RXA > ZEERHRE| KX > BEEER| JPRS
nttps://iprs.jp/related-info/event/2019/ 1225IETEhtmI
E 12 B 25 BARZERIRE LIcRD URI

20. The Development of BIND, Tracking the Growth of the
DNS and DNS
Standards Over 30 Years | Presentation - ICANN

nttps://www.icann.org/resources/tiles/ 121 /015-2018-C
/-13-en

21. The DNS Camel, Or How many features can we add to this
protocol
before it breaks?
nttps://datatracker.iett.ora/meeting/ [UT/materials/slide
5-101-dnsop-sessa-the-dns-camel-Ul

22. BIND 9 Refactoring - Internet Systems Consortium
nttps://WwWw.Isc.ord/blogs/bind-9-refactoring/
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https://www.icann.org/resources/files/1217015-2018-07-13-en
https://datatracker.ietf.org/meeting/101/materials/slides-101-dnsop-sessa-the-dns-camel-01
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